FALCONHURST SCHOOL
E-SAFETY POLICY

This Policg will clearlg cleJ:'me how the Procedures and oPPorhmihes in school will enable

o,ll children to achieve our vision.

TogeHler we encourage children bo Eo,|<e ownership of o,ncl responsibilitg for H@eir learning, SO H@eg have H1e

conficlence o,ncl curiositg for life-long leo,rning.
TogeH@er we strive for success in o,co,clemic, creo,hve, sporhng o,ncl Personal o,ccomplishmenk
TogeHler we care for eo,ch oH@er H@rough H"te |<'mcl o,ncl posihve choices we mo,|<e.

TogeHler we are proucl of Hw 'mspiring o,ncJ, supporhve environment we creoie for children, families ancl staff.
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RATIONALE
This Policg aPPlies lo au members of Hw school communih\.j (including staﬂ:, Pupils, volunteers,

Parents/carers, visitors, communih\.j users) who have access lo and are users of schoo[ digital technologlj
snjstems, boH1 in and out of Hw school. Everljbodg in Hw school has a shared resPonsibilihj lo secure o,mj

sensiﬁve 'mJ:ormaHon used in H'teir dalj lo dalj PrOJ:essional duﬁes.

This Policg aPPlies lo all asPects of ICT (esPeciaHH the J:ouow'mg areas) and is 'mJ:ormed bg the DJ:E
Online SaJ:ehj Guidance (June ZOIC]), Keep'mg Children SaJ:e in Educalion (KCSIE annual update) and
the Principles and Pracﬁce of the J:ollow'mg school Policies: Social Networl(mg, Code of ConducL Dala
Protecﬁon (GDPR), Safeguarding, Heo,le and SaJ:ehj, Behaviour (including anﬁ-bu“ging) PSHE.

Co”ecﬁvell\.j, H'tese documents Provide 9uidance on.

Websites

All electronic communication including e-mail, Instant Messaging and chal rooms

All Social Media, 'mclud'mg Facebook and Twilter

Mobile Phones, Smartwatches, lablels and other mobile devices with web J:unchonalihj

Gaming, esPeciaHH online

Blogging and Vlogging

Sending nude and semi-nude images

Podcasﬁng, Video Broadcasﬁng & Music Downloading

. Responding lo breaches of this Policg

Whilst excihng and beneJ:icial both in and oul of the conlext of educaﬁon, ICT is conhnua”g being
developed, so cannot necessarillj be easillj and constaan Policed. All users need to be aware of the
range of risks associated with the use of these technologies. We understand the resPonsibilih\.j lo educate
our Pupils on e-saJ:ehj issues in order to enable them lo remain both safe and legal within and beljond

H'te clo,ssroom.

The Educalion and Inspechons Act 2006 empowers Headleachers to such an extent as is reasonable,
lo regulate the behaviour of Pupils when Hmeg are off the school site and empowers members of staﬂ: lo
impose disciplinarg Penalﬁes for inaPProPriate behaviour. This is Perhnent lo incidents of online-
bu”ging or other online saJ:ehj incidenks covered bg this Policuj, which may bake Place oulside of the
school, but is linked to membership OJ: Hw school. The 20” Educaﬁon Act increased H'tese Powers wiH1
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regard lo H'te searching for and of electronic devices and Hw de[eﬁon of da}a (see aPPendix for template
Policg). Inthe case of both acts, achion can onlg be baken over issues covered bg the Published Behaviour
Policg.

The school will deal with such incidents within Hus Policg and associated behaviour and anﬁ-bu”n\.jing
Policies and wi“, where |<nown, 'mJ:orm Parents/carers of incidents of inappropriate onl'me saJ:ehj

behaviour H'ta': to,|<e Plo,ce OLL'? OJ’.' SChOOL
ROLES AND RESPONSIBILITIES

The J:ollow'mg secﬁon ouHines Hw onl'me saJ:ehj roles and responsibiliﬁes of ind'widuals and groups

within Hw school;

Governors
As e-saJ:ehj is an important aspect of strategic leadership within Hw school, Hw Governors and
Headteacher have ulﬁmate responsibilih\.j lo ensure H'tat H‘te Policg and Pracﬁces are embedded and

monitored.

Governors are responsible for H'te aPProval of Hw E-Safehj Policg and for reviewing Hw eJ:J:echeness of
Hw Policuj. This will be carried out bg H'te Governors rece'w'mg regular 'mJ:ormaHon about onl'me saJ:ehj
incidents and monitoring rePorts. A member of H'te Governing Board has taken on H'te responsibilih\.j of

Onl'me SaJ:ehj u,nder H'teir remit of Safeguarding. This role will include:
° regular meehngs with H'te Online SaJ:ehj Lead

° regular monitor'mg of onl'me saJ:ehj incident logs
° regular monitor'mg of J:iuering/change control logs

L rePoang |?0 relevant GOVGFHOFS

Headbeacher and Senior Leaders

e TheHeadleacher hasa duh\.j of care for ensuring the saJ:ehj (including online saJ:ehj) of members
of the school communitg, kugh the dalj lo dalj responsibilih\.j for online saJ:ehj will be de[egated
lo the Online SaJ:etH Lead.

e [heHeadleacher and (atleast) another member of the Senior Leadership Team should be aware
of the Procedures lo be J:ouowed in the event of @ serious online saJ:ehj a“egaﬁon being made
against a member of staﬂt. (see J:low chark on dealing with online saJ:ehj incidents — included in
a later seclion - “Responding lo incidents of misuse and relevant Local AuthoritH/MAT/other
relevant bodg disciplinarg Procedures).



The Headleacher and Senior Leaders are responsible for ensur'mg that the Online SaJ:ehj Lead
and other relevant staﬂ: receive suitable tra'm'mg lo enable them to carry out their online saJ:ehj
roles and o brain other co”eagues, as relevant.

The Headteacher and Senior Leaders will ensure thal there is o snjstem in Place lo allow for
monitoring and suPPort of those in school who carry outl the internal online saJ:ehj monitoring
role. This is fo Provide a saJ:ehj nel and also support lo those co”eagues who take on important
monitoring roles.

Leaders wi” acﬁvehj remind Parents to be vigilant around/avoid PEGI |2+ games, socio,l
media Plah:orms and apps in order lo co“echvelg so,J:eguard children.

That all new staﬂ: receive 'mJ:ormaHon on the Staﬂ: Code of Conduct 2020 and Social
Networl(mg Policg 202 for Falconhurst Staﬂ: as Part of their induchion and will sign thal H'teg
have read, understand and accept the Policg.

Designaled Safeguarding Leads

Should be lrained in online saJ:ehj issues and be aware of the Potenﬁal for serious child

Protechon/safeguarding issues to arise J:rom:

sharing of Personal dala

access fo i”egal/‘mappropriate materials
inaPProPriate on-line contack with aduus/strangers
Potenﬁal or aclual incidents of grooming

online-bu”ging

E—Safelg Lead

Takes CJIO,H lo CJIO,H responsibilih\.j for online saJ:ehj issues and has a leading role in establishing
and reviewing the school online saJ:ehj Policies/documents

Ensures that all staﬂ: are aware of the Procedures that need to be J:ollowed in the evenl of an
online saJ:ehj incident tal(mg Place.

Provides Ha'm'mg and advice for staﬂ:

Co-Ordinales E-Safehj Pupil Legends who assist in securing, analgsing and evaluaﬁng E-
SaJ:ehj sujstems and the impact of teaching on Pupil learning and behaviours.

Liaises with school technical staﬂ: and receives reports of online saJ:ehj incidenks o creale a log
of incidenks which 'mJ:orms J:uture online saJ:ehj developments.

Meels annuaug with the online saJ:ehj governor lo discuss current issues, review incident logs and
J:iuering/cho,nge conkrol logs

Reports lo senior leadership team upon request



Communicates with J:amilies lo understand their views and needs
Acﬁvehj reminds J:amilies lo be vigilant around/avoid Pegi |2+ 9ames, socio,l media and apps in

order lo co”echvellj so,J:eguard children.

IT Manager (COHh‘OCl’OF)

Those with technical responsibiliﬁes are responsible for ensuring H‘LQ'?I

The school's fechnical infrastructure is secure and is nol open lo misuse or malicious attack
The school meels required online saJ:ehj lechnical requirements and any local aunrihj or
government saJ:ehj Policg/guidance thal may QPPlU'

Users may onlg access the networks and devices Hmrough a ProPerlH enJ:orced Password Protechon
Policg

The J:iuer'mg Policg is aPPlied and updated ona regular basis and that its implementahon is not
the sole responsibilih\.j of any single person

Theg |<eeP up lo dale with online saJ:ehj lechnical 'mJ:ormaHon in order lo eJ:J:echellj carry out
their online saJ:ehj role and lo 'mJ:orm and update others as relevant

The use of the networks/internet/digital technologies is regularhj monilored in order that any
misuse/a&empted misuse can be reported lo the headteacher, senior leaders and online saJ:ehj
lead for 'mveshgaﬁon/acﬁon/sancﬁon

Monitoring soﬁware/snjs}ems are implemented and updated as agreed in school Policies

ICT equipment issued fo staﬂ: is logged and serial numbers are recorded as Part of the school's
'mventorlj. A record of equipment issued and signed for is kept bg the School Business Manager

Al shagy

Securitg:

All usernames and Passwords lo Management InJ:ormaHon Sljs}ems and other school soﬁware
musk be kept secure. |his 'mJ:ormaHon musk not be shared and should be changed regularlﬂ.

All school staﬂ: users musk |<eeP all school related data secure (in accordance with Dala
Protechon, Code of Conduct and Acceptable Use Policies). This includes all Personal, sensiﬁve,
conJ:idenHal or classiJ:ied dala or 'mJ:ormaHon contained in documents copied, scanned or Printed.
Staﬂ: must avoid leo,v'mg any Portable or mobile ICT equipment or removable storage media in

unattended vehicles.



On terminahon of emPlogmenh resignaﬁon or tranSJ:er, staﬂ: must return au ICT equipment lo

Hw school and a signed record kept. Staﬂ: must also Provide detai[s of a” H'teir snjstem logons SO
thal Hwelj can be disabled.

Saj:eguarding (personal and Pupil):

Theg have an up lo date awareness of online safetg matters and of the current school online
saJ:ehj Policnj and Prachces

Theg are vigilant and rePort any concerns immediatelg regardmg Pupils' saJ:ehj and take
every oPPortunitH lo remind Pupils thal agree'mg lo meek Peop[e or 9'w'm9 Personal 'mJ:ormaHon

H'trough e- mail or Hw internet can be a ris|<

COﬂdUCL:

Email:

All staﬂ: must comPlH with H'te Social Networl(mg Policuj 202| regardmg Hw Posﬁng of o,mj

inJ:ormaHon or images relaﬁng lo Hw school.
Read, have understood and signed the staﬂ: Acceptable Use Policg ZOIC]
Report any suspected misuse, abuse or Problem lo the Headteacher/Senior Leader/Online SaJ:ehj

Lead/IT Manager for 'mveshgaﬁon/acﬁon/sancﬁon

Ensure that all digital communications with Pupils/Parents/carers are PrOJ:essional and onllj
carried oul us'mg OJ:J:icial school su\.jstems

Whilst in school, the school does not allow any access lo social networl(mg sites other than the
school's own Facebook or Class DOJ'O page where general 'mJ:ormaHon is available for the whole

school communih\.j and Hw Twi&er J:eed for l'we school sPorts J:ixtures and updates.

Use the email account Provided bg school for all school business. This is to Protect staﬂ:,
minimise the risk of rece'w'mg unsolicited or malicious e-mails and avoids the risk of Personal
PrOJ:ile 'mJ:ormaHon being revealed. Note: The use of e-mail within school is an essential
means of communication. In the conkext of school, e-mail should not be considered Private
Whenever school e-mail is accessed, (whether direcHH, Hmrough webmail when away from the
OJ:J:ice or on non-school hardware) all the school e-mail Policies QPPl'ﬂ'

For the saJ:ehj and securitg Of users and recipients, all mail is J:iuered and logged; LJ?
necessary e-mail  histories can be lraced. The school email account

oJchice@Jcalconhurslschool.co.uk should be Hw account H‘LQ'? is used for a“ school business and

asan 'mihal contact for o,mj whole school or wider communihj business
Acﬁvehj manage H'teir school email accounts as H'tese are subject lo disclosu,re in response lo

a request for 'mJ:ormaHon u,nder Hw Freedom of InJ:ormaHon Act 2000 This covers such


mailto:office@falconhurstschool.co.uk

acts as. deleﬁng a” emails of short-term vo,lue, eJ:J:eche J:older organisahon, J:requent
housekeepmg of J:olders and archives

Unknown, Malicious or Suspicious emails are nol bo be opened or Jtorwarded. These are lo be

rePorted lo i[helpdesk@falconhurs[school.co.uk for securitg checks.

Teaching and Supporl Slaff Specificauﬂ

Are responsible for ensuring H‘LQ'?I

Online saJ:ehj issues are embedded in all aspects of the curriculum and other aclivilies

Pupils understand and J:ollow the e-saJ:ehj charter, E-SaJ:ehj Policuj and the Pupil Acceptable Use
Policies

Pupils have a good understandmg of research skills and the need to avoid Plagiarism and uphold
copl\.jright regulahons

Theg are acﬁvellj rem'md'mg children and Parents lo be vigilant around/avoid PEGI raﬁngs for
games, apps and social media Plat orms.

Theg monitor the use of digital technologies, mobile devices, Smartwatches, cameras, etc. In
lessons and other school activilies (where allowed) and implement current Policies with regard bo
these devices

In lessons where inkernel use is Pre-Planned Pupils should be guided o sites checked as suitable
for their use and that processes are in Place for deal'mg with any unsuitable material that is
J:ound in inkernel searches. Fillered safe search engines should also be used, such as squiggle
and raw searches should be achvellj discouraged

iJ: Inkernet research is set for homework sPeciJ:ic sites will be sugges}ed that have Previouslﬂ

been checked. PQFCD'?S shoulcl be QdViSCd ITO supervise in.j J:urH'ter research

Pupils:

Securitg:

Are responsible for keeping H'teir Passwords secure and aPProPriate for H'teir age

Saj:eguardingz

Need lo understand the importance of immediatelg rePoang abuse, misuse or access fo
inaPProPriate materials fo lrusted adulls (Teacher, Parenh Childline CEOP bulton)
Will be expected lo know and understand expectaﬁons on the use of mobile devices, Smartwalches
and digital cameras. Theg should also know and understand Policies on the taking/use of images
and on online-buuljing.
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e Areaware of the impact of cljber bu”ging and know how to seek help iF H‘te!.j are aJ:J:ected bg any
formof online bu“ging

e Understand PEGI ro,ﬁngs for games and apps as o bool for understanding their suitabilitg.

o Mag onlg use school-aPProved email accounts on the school snjstem and onlg under direck teacher

suPervision J:or educahonal Purposes

Conducl‘:
e Al Pupils are responsible for us'mg Hw school digital technologl\.j sgstems in accordance with Hw

student/PuPil acceptable use agreement

e Have a good understanding of research skills and the need to avoid Plagiarism and uphold
copl\.jright regulahons

e Should understand the importance of adopﬁng good online saJ:ehj Pracﬁce when us'mg digital
technologies out of school and realise that the school s online saJ:ehj PolicH covers their aclions
out of school, LJ.‘ related to their membership of the school

e Are exPected lo adhere lo the generaulj accepted rules of ‘neﬁque&e' Parﬁcular[ﬂ in relation o
the use of aPProPriate language and not reveal any Personal delails about themselves or others

in e-mail communicaﬁons

Pupils with Additional Needs

The school endeavours lo create a consistent dialogue with Parents for a” Pupils and Hus in turn should
aid establishment and J:uture development of the school's e- saJ:etH rules. However, staﬂ: will be aware of
some Pupils and J:amilies who maH require addiﬁonal suPPort or teaching including reminders, Prompts

and J:uerer exPlanaHon lo re'mJ:orce H'teir exishng knowledge and understandmg of e-saJ:ehj issues.

Where a Pupil has been idenHJ:ied with social understanding needs, careJ:ul consideralion is g'wen lo
group interacﬁons when raising awareness of e-safetg. Internet acﬁviﬁes will be careJ:uHH Planned and

managed |?0 ensure O,” children receive resources H‘LQ'? are meo,nincutu[ O,DCJ, o,ge O,PPFOPriO,ITe.

Parents/carers

Parents/carers Plag a crucial role in ensur'mg that their children understand the need lo use the
internet/mobile devices/Smartwalches in an aPProPriate way. The school will kake every oPPorhmihj lo
help Parents understand these issues erough Parentsl even'mgs, newsle&ers, le&ers, website, social media
and 'mJ:ormaHon aboul nalionalllocal online saJ:ehj campaigns/[iterature. Parenks and carers will be
encouro,ged lo suPPort the school in Promoﬁng good online saJ:ehj Pracﬁce and lo J:ouow guidelines on

Hw aPProPriate use of:

° digital and video images taken at school events

e qaccess lo Parents' secﬁons of Hw website/Learning P[ah:orm and on-line student/PuPil records
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H'ieir children's Personol devices in H'ie school (where H'iis is o,uowed)

suPervising online homewor|< or home leorning H'iis wor|< and J:urH'ier reseorch.

EDUCATION AND TRAINING PURPOSE STATEMENTS

Pupils

Whilsi regulaiion and iechnical soluiions are veru imPorioni, H‘ieir use musi be baianced bu educoiing

Pupiis lo ia|<e a resPonsible oPProoch. The educoiion of Pupiis in online sofeiu/digiial liierocu is

H'iereJ:ore an esseniial Pori of H'ie school's online soJ:ehj Provision. Children and uoung Peopie need H'ie

help and suPPori of H'ie school lo recognise and ovoid online soJ:ehj ris|<s and build H'ieir resilience.

Oniine SO:FC'?H is O,JZ'OCU,S acraoss O,u areas OJ’.' H'ie curriculum ond S|?O,J’.'J’.' are exPeciecl |?0 regulorlu reinJ:orce

online soJ:ehj messoges wiH'iin relevoni lessons. Our online soJ:ehj curriculum is broad, relevoni and

Provides Progression, wiH'i oPPoriuniiies for creaiive ociiviiies and is Provided in H'ie J:ollowing wous:

A mopped, sequenced ond Pionned oniine SQJ’.'C'?H curricuium (ILearnZ o,ncl SU,PPOF|? mo,ierio,is)

E-SQJ’.'C'?H JTOCU,S CJ,O,HS WiH‘i whoie SChOOL Phose ond ClQSS-bQSCd ossembiu H‘iemes

Alongside H'iis, Pupiis are iaughi io:

Be criiicollu aware of the malerials/conkent H'ieu access on-line and be 9uided lo validale the
accuracy of inJ:ormoiion.

Acknowledge the source of inJ:ormoiion used and o resPeci copurighi when using material
accessed on the internet

Be aware of, and build resilience io, radicalisalion bu Providing a safe environment for deboiing
conbroversial issues and helping them to understand how H'ieu can inJ:luence and Poriicipoie in
decision-making.

Understand the need for the Pupii occepiobie use ogreemeni and encouroged bo odopi safe and
resPonsible use both within and oulside school.

To access sites checked as suilable for their use and reassured that processes are in Place for
deoling with any unsuitable malerial thal is J:ound in inkernet searches.

To J:reelu search the infernel whilst sioJ:J: maintain vigilance in moniioring the content of the websites
visited

Research ioPics (e.g. racism, drugs, discrimination) thal would normo”u resull in internel searches
being blocked. In such a siiuoiion, siaJ:J: can requesi that the IT Manager can iempororiiu remove
those sites from the J:iliered lisk for the Period of siudu. Anu requesi lo do S0, should be audiiable,

WiH‘i cieo,r reo,sonsJ:or H'ie neecl.



Sfaff/volunfeers

Ik is essenhal H‘LQ'? a” staﬂ: receive E-Safehj tra'ming and understand H'teir responsibiliﬁes, as ouHined

in Hus Policuj. Tra'ming will be OJ:J:ered as J:ollows:

A Planned and audiled programme of J:ormal online saJ:ehj tra'ming will be made available to
staﬂ:, this may ulilise The Nalional Co”ege or other recognised and reputable Providers.

All new staﬂ: receive this Policg and associaled safeguarding documents as Part of their
induclion programme

The Online SaJ:ehj Lead (or other nominaled Person) will receive regular upda}es H'trough
attendance ot external tra'm'mg events (e.g. from SWGJ:L/LA/oner relevant organisaﬁons) and
blj review'mg guidance documents released b':i relevank organisahons.

The Online So,J:ehj Lead (or other nominated Person) will Provide advice/guidanceﬁraining lo

ind'widuals as required.

Parenfs/carers

Mamj Parents and carers have onlg a limited understanding of onl'me saJ:ehj ris|<s and issues, HG'? H'teg

Plag an essenhal role in Hw educahon of H'teir children and in Hw monitoring/regulahon of Hw children's

onl'me behaviours. Parents maH underesﬁmate how oﬁen children and Houng People come across

Potenﬁa”g harmJ:ul and inaPProPriate material on Hw internet and maH be unsure about how o respond.

The school will H'tereJ:ore see|< lo Provide 'mJ:ormaHon and awareness lo Parents and carers Hmrough:

Curriculum aclivilies

Le&ers, newsle&ers, web site, Class DOJ'O links
Parenks/carers evenings/sessions

High PrOJ:ile events/campaigns g So,J:er Internet DO,U

ReJ:erence lo Hw relevant web sites/Pub[icaHons e.g. swg}cl.org.uk www.sc&cerintemeforg.u,|</,

Htlp://www.childneLcom/Parean-and-carers

Tro,'m'mg - Governors

Governors, sPeciJ:icaulj Hw Governor responsible for E-SaJ:ehj, should Parﬁcipate in onl'me saJ:ehj

training/awareness sessions. This maH be OJ:J:ered ina number OJ’.' wags:

A&endance at tra'm'mg Provided bg Hw Local Aunrihj/ Naﬁonal Governors Associaﬁon/or oH‘ter
relevant organisahon (e.g. SWGJ:L).

Parhcipaﬁon in school training/informaﬁon sessions for staﬂ: or Parents


http://swgfl.org.uk/
http://www.saferinternet.org.uk/
http://www.childnet.com/parents-and-carers

SAFE AND PROFESSIONAL CONDUCT, OFF AND ON-LINE

a) Mobile Technologies (Including BYOD/BYOT)

Mobile technologl\.j devices maH be schoo[ owned/Provided or Persona”g owned and might include:
smartphone, tableh Smartwatch, notebook/laptop or other technologg thal usua”g has the capabilihj of
uﬁlising Hw school's wireless network The device H'ten has access lo Hw wider internet which maH 'mclude

the school's learning Plah:orm and other cloud-based services such as email and dala storage.

All users should understand that the Primarg purpose of the use mobile/Persona[ devices in a school
context is educational. All use of mobile technologies is subject lo relevant school Polices including but
not limited to the safeguarding Policg, behaviour Policg, bu“ging Policuj, acceptable use Policg, and
Policies around H‘LGJ."? or malicious damage. Teaching aboul the safe and aPProPriate use of mobile

technologies should be an 'mtegral Part of Hw school's onl'me saJ:ehj educahon Programme.

e The school acceptable use agreements for staﬂ:, Pupils/students and Parents/carers considers
Hw use of mobile technologies

° The SChOO[ O,“OWSZ

School Devices Personal Devices
School School owned | Authorised | Shudent Sl‘aﬂ Visitor
owned for for mulhple device! owned owned owned
single user users
Allowed in school Yes Yes Yes Yes Yes Yes
Full network access Yes Yes Yes
Internet
oan
No network access Yes Yes Yes

b) Use of Digilal and Video Images
The development OJ’.‘ digital imaging technologies has created signiJ:icant benefﬁs to leo,rn'mg, a”owing
staﬂ: and Pupils instant use of images thal Hmeg have recorded themselves or downloaded from the
inkernel. However, staﬂ:, Parents/carers and Pupils need lo be aware of the risks associated with
Publishing digital images on the inkernel. Such images may Provide avenues for online-bu”ging lo bake

Place. Digital images maH remain available on Hw internet forever and maH cause harm or

! Aquor'Lsed devlce - Purchased bH H1e Pupl[/famllg leough a schoo[—organised scheme. This device mo,H be 9iven J:uH access to H1e neMork

as LJC lk were owned bH H1e schoo[.
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embarrassment lo 'md'widuals in Hw short or longer term. Ik is common for emP[ogers lo carrlj out interne}

searches for 'mJ:ormaHon about Potenﬁal and exishng emplogees. The school will 'mJ:orm and educate

users about H‘tese ris|<s and will implement Policies lo reduce Hw likelihood of H'te Potenﬁal for harm:

When us‘mg digital images, staﬂ: should 'mJ:orm and educale Pupils about the risks associated
with the tal(mg, use, sharing, Publicaﬁon and distribulion of images. In Parﬁcular, H'teg should
recognise the risks attached o Publishmg their own images on the internel €eg. on social
networl(mg sites.

Wrilten Permission from Parents or carers will be oblained beJ:ore Photogrophs of Pupils are
Published on the school website/social media/local press

In accordance with guidance from the InJ:ormaHon Commissioner s Oﬂ:ice, Parents/carers are
welcome bo fake videos and digital images of their children al school events for their own Personal
use (as such use in nol covered bg the Dala Protechion Ach). To resPect everljone's Pr'wacg and in
some cases Protecﬁon, these images should nol be Published/made Publicllj available on social
networl(mg sites, nor should Parents/carers comment on any achivilies 'mvolv'mg other /Julal/s in
the digital/video images.

Staﬂ: and volunteers are a”owed to take digital/video images to suPPort educaﬁona[ aims, but
musk J:ouow school Policies concerning the sharing, distribution and Publicaﬁon of those images.
Those images should onlg be faken on school equipment; the Personal equipment of staﬂ: should
nok be used for such purposes.

Care should be taken when tal(mg digital/video images that Pupils are aPProPriatell\.j dressed and
are nok Parhcipaﬁng in aclivilies that might bring the individuals or the school inko disrepute.
Pupils musk not take, use, share, Publish or distribute images of others without their Permission
Photogrqphs Published on the website, or elsewhere that include Pupils will be selected careJ:ulllj
and will comPlH with good Pracﬁce guidance on the use of such images.

Pupilsl J:ull names will not be used amjwhere on a websile or blog, Parﬁcularlg in associalion with
Photogrophs.

Pupil's work can onlg be Published with the Permission of the Pupil and Parents or carers.
Photographs and J:ilm of Pupils engaged in school aclivilies can onllj be stored on school sgstems
and not Published on social media without explicit Permission of Parents/carers. Onlg J:irst names
will be used and no 'mJ:ormaHon leading lo the idenHJ:icaHon of a Pupi[ will be Provided.

Pupils are nok PermiHed lo use Personal digita[ equipmen}, including mobile Phones,
Smartwalches and cameras in school.

Staﬂ: must have permission from the Headleacher beJ:ore any image can be uploaded for

Publicahon.



c) Sharing Plaiforms
WiH‘i H'ie increased use of H'ie inierriei, and sharing Plaiforms in Pariicular, H'ie Falconhursi Communiig

is aware of H'ie imPlicaiions of sharing inJ:ormaiiori on H'iese Plaiforms. Therefore,

The use of the school logo on any Personal web pages is nok Permiiied.

Using malerial from any coPHrighied source withoul Permission is likelg lo breach coPHrighi and
is H'iereJ:ore not Permissible.

The school reserves the righi lo require removal of any material Published bg any member of the
Falconhurst Communihj, or wider which may adversellj aJ:J:eci the school's repuiaiion or creale
risk of legal Proceedings againsi the school.

We do not include or use any school, daia, inJ:ormo,iion, contact delails or Phoiographs of
emplogees, Pupi[s, Parenis or Pariner organisaiions withoul the exPlicii written Permission of the
school and the exPlicii written Permission of the dala subjeci (e.g. person shown in any
Phoiograph).

We do not include commenls or Phoiographs which could bring inko quesiiori the school's
credibilily,

Lis againsi the school s Policg for siaﬂ: members lo accepi as ‘J:riends' on social neiworking sites
any child or vulnerable adult

IJ: siaﬂ: receive press or media conlack regarding the content of their Personal site and J:eel there

maH be imPlicaiions for H'iem or which in o,mj WQH relaies lo H'ie school, H'ieg musi consuli H'ie

Headieacher.

d) Communicalions
A wide range of raPile developing communicaiions iechnologies has H'ie Poieniial lo enhance learning.
The J:ouowing iable shows how H'ie school currenHH considers H‘iO,|? H'ie beneJ:ii of using H'iese iechnologies

for educaiion ouiweighs H'ieir risks/disadvo,niages:



Staﬂ: & oHler o,duus Pupi[s

Communlcahon Techno[ogles

= <=2 = _§

Mobile phones may be brought o the schaol X X

Use op mabile phones in lessons X X
Use of mobile phanes in social lime X X
Taking photos on mabile phones/cameras X X

Use of other schaol mobile devices e.g. tablels, gaming devices X X

Use o personal mobile devices e.g. Smartwalch, tablets X X
Use of personal email addresses in schacl, or on schaol nebwork X X
Use o school email for personal emails X X

Use of messaging apps X X

Use of social media X X

Use o blogs X X

When us'mg communicaﬁon technologies, Hw school considers Hw J:ollow'mg as 9ood Prachce:

e The OJ:J:icial school email service may be regarded as safe and secure and is monitored. Users
should be aware thal email communicalions are monitored. Staﬂ: and Pupils should H'tereJ:ore use
onllj the school email service o communicate with others when in school, or on school su\.jstems (e.g.
bU remole access).

o Users must immediatelg rePorE lo the nominated person — in accordance with the school Policuj, the
receipt OJ: o,mj communicaﬁon H‘LQ'? ma|<es H'tem J:eel uncomfortable, is OJ:J:ens'we, discriminatorl\.j,
Hmreatening or bu“ging in nature and must nol respond lo any such communicalion

e Amj digital communication belween staﬂ: and Pupils or Parents/carers (email, social media, chaL
blogs ebc) must be PrOJ:essional in bone and content. These communicalions may onlg bake Place on
OJ:J:icial (monitored) school snjstems. Personal email addresses, bext messaging or social media musk

not be used J:or Hmese communicahons.



° Pupils will be taught about online saJ:ehj issues, such as the risks altached o the sho,r'mg of
Personal delails. TheH will also be taught strategies lo deal with inaPProPriate communicalions
and be reminded of the need to communicale aPProPriatelH when us'mg digital technologies.

e Personal inJ:ormaHon will not be Posted on the school website and onllj OJ:J:icial email addresses

wi” be used to idenﬁflj members OJ: staﬂt.
e) Social Media - Profechng Pro_Fessional Idenhfﬂ

All schools have a duh\.j of care lo Provide o sare learning environment for Pupils and staﬂ:. Schools
could be held responsible, indirecHH for acls of their emPlOHees in the course of their emPlOHmenL Staﬂ:
members who harass, engage in online bu“ging, discriminale on the 9rounds Of sex, race or disabilihj or
who deJ:ame a third Parh\.j may render the school or local authorih\.j liable o the irﬂured Partg.

Reasonable S|?6PS |?0 Prevent Predictable ho,rm mu,st be in P[o,ce.

The school Provides a clear PolicH for au sta f on managing H'teir onl'me presence (Social Networl(mg

Policﬂ 202|) and this must be read in cor}J’uncHon with this E-Safehj Policg.
BREACHES and INCIDENT REPORTING

A bFCQCh or suspected bFCQCh OJ’.' POliCH bl.j a SChOO[ emPlOHee, contro,ctor or PU,Pil mO,!.j resu,u in Hw
temPOFQFH or Permanent WiH‘terWQl OJ’.’ SChOO[ ICT ho,rclwo,re, SOJZ"?WO,FG or services J:rom Hw OJ:J:encling

individual.

Ang PolicH breo,ch is grounds for disciplinarlj acﬁon in accordance with Hw school Disciplinarg Policﬂ

or Behaviour Policg which could also lead lo crim'mo,l or civil Proceedings.

The school's ‘WhisHeblowing Policg' and ‘Child Protecﬁon and Safeguarding Policg' can suPPort o,mj

member of staﬂ: or Pupil lo rePort o,mj 'mcident of concern.

E-Safehj is Hw resPonsibilihj of a” members of Hw Falconhurst communitg. Ang concerns should be
rePorted lo the Designated Safeguarding Leader.

Def'm'mg Unsuifable/lnappropriate Aclivities

Some internel acﬁvitg g accessing child abuse images or distribuhng racist malerial is i“egal and is
obviouslg banned from school and all other technical snjstems. Other aclivilies g cgber-bullging is
banned and could lead to criminal Prosecuﬁon. There are however a range of achivities which may,
generaug, be legal but are inaPProPriate in a school contexh either because of the age of the users or the

nature of ste achvihes.



The schooi beiieves ihai Hie aciiviiies reJ:erred io in Hie J:oiiowirig seciiori wouid be inaPProPriaie in a
schooi coniexi and H‘iai users, as deJ:iried beiow, shouid nolf engage in ihese aciiviiies infor ouiside Hie

SChOOl wheri using SChOOl equipmeni or sgsiems. The SChOOl PO[iCH resiricis usoge O,SJTO“OWSI
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User Aclions 588§ 8
< < << DO D
Users shou noi visilf Child sexuo,l o,buse imo,ges —The mol(ing, Produciion or disiribuiion of indeceni imo,ges of childreni X
Iniernei siies, mol(e, ConirorH io The Proieciion Of Children Acl |q78
Posi, downlood, ' o o ' '
uPloo d, dala iro,nSfer, Grooming, inaiemeni, orrongemeni or J:oaliioiion of sexual acls o,goinsi children Coniro,rH to the Sexual X
icab Oﬂ:ences Act2003.
communicale or pass
on, mo,ierio,l, remarl(s, Possession C'f an exireme Pornographic imoge (9ross[5 Oﬂ:ensive, disgusiing or oH‘ierwise OJ.‘ an obscene X
Proposo[s or chorocier) ConirorH io Hie Criminol J usiice ond Immigroiion Aci 2008
comments that
conioin or relo,lfe lo: CriminouH rocisi moieriol in UK - io siir up religious hoired (or i'io,ired on Hie grounds of sexuai X
orienioiion) - conirorH io Hie Public Order Aci |q 86
Pornogrophg X
Promoiion of any l(ind of cliscriminoiion X
Hireoiening behoviour, including Promoiion °f Phgsicol violence or meniol horm X
Promoiion of exiremism or ierrorism X
AnH oHier informoiion which may be Oﬂ:ensive io coiieogues or breoci‘ies Hie inlfegriig of Hie eHios of H’ie X
school or brings Hie school inio disrepuie
Aciiviiies Hioi mighi be cio,ssed as cgber-crime uncler Hie Compuier Misuse Aciz
. Goining unouHiorised access io school neiworks, do,io, o,nd, files, Hirough H‘ie use of compulfers/devices
. Creoiing or Propogoiing compuier viruses or oHier hormfulfiles
. Reveoling or Publicising confideniiol or Proprieiorg informoiion (eigi finonciol / Personol informoiion, doioboses, X
compuier I nebwork access codes and Po,sswords)
. Disoble/ImPoir/DisruPi neiwor|< funciionoliig Hirough Hie use of compuiers/devices
. Using Peneiroiion iesiing equipmeni (wiHioui re[evoni Permission)
Using sHsiems, oPP[icoiions, websiies or oHier mechonisms Hioi bHPQSS Hiefiliering or oHier sofeguords empioged bg Hie schoo[ X
Reveo[ing or Pub[icising confideniiol or Proprieiorg informoiion (eigi J:inonciol/Personol informoiion, doioboses, compuier/neiwork X
access codes and Po,sswords)
UnJ:oir usage (down[ooding/up[ooding [orgefiles H‘i(}lf hinders oHiers in H‘ieir use of Hie inlfernelf) X
Using schoo[ sHsiems io run a Privo,ie business X
Infringing coPHrighi X



On-line go,m'mg (educahonal) X

On-line gaming (non-educaional) X

On-line gambling X
On-line shopping/commerce X

File sharing X

Use of social media X

Use of messaging apps X

Use of video broadcasting e.q. YouTube X

Responding lo Incidents of Misuse
Iuegal Incidents

IJ: there is any suspicion that the web site(s) concerned may conlain child abuse images, or LJ’.' there is
o,mj oH‘ter suspected i”egal acﬁvihj, refer lo Hw right hand side of Hw Flowchart (below and aPPendix)

for responding lo onl'me saJ:ehj 'mcidents and rePort immediatelg lo H'te Police.
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of referral to police, whilst police and internal
procedures are being undertaken.




Obher Incidents
Ik is hoped H'rar au members of H're school communihj will be resPonsible users of digiral rechnologies,

who undersrand and J:ouow school Policg. However, H'rere maH be Hmes when infringemenrs of Hw Policg

could rake Place, H'rrough careless or irresPonsib[e or, verH rore[g, H'rrough de[iberore misuse.

In the event of suspicion, all sreps in this procedure should be J:ouowed:

Have more than one senior member of sraﬂ: involved in this process. This is vilal o Prorecr
individuals LJ: accusalions are subsequean rePorred.
Conduch the Procedure using a designored compurer that will not be used bg young People and iF
necessary can be taken off site bg the Police should the need arise. Use the same compurer for the
duralion of the Procedure.
Itis imPorranr lo ensure thal the relevant sraﬂ: should have aPProPriare internel access to conduch
the Procedure, but also thal the sites and content visited are closehj monitored and recorded (fo
Provide J:uerer Prorecﬁon).
Record the URL of any site conrainmg the a”eged misuse and describe the nature of the conlent
causing concern. It may also be necessary lo record and store screenshots of the conlent on the
machine being used for inveshgo,ﬁon. These may be Prinred, signed and allached o the form
(excepr in the case of imoges of child sexual abuse - see below)
Once this has been completed and J:uug inveshgared the group will need rojudge whelher this
concern has substance or nol. IJ: it does, then aPProPriare aclion will be required and could include
the J:o”ow'mg:

o Inkernal response or discipline Procedures

o Involvement bg Local AuH‘rorihj or national/local organisaﬁon (as relevank).

o Police involvement and/or aclion
IJ: content being reviewed includes images of child abu,se, then the moniroring should be halted and
reJ:erred lo the Police immediarelg. Other instances to rePorr lo the Police would include:

o incidenls of ‘grooming' behaviour

o the send'mg of obscene malerials to a child

o adull malerial which Potenﬁa”g breaches the Obscene Publications Ack

¢) crimina”g racist malerial

¢) Promoﬁon of lerrorism or extremism

o offences under the Compurer Misuse Act (see User Aclions chart above)

o other criminal conducr, acﬁvirg or malerials
Lsolate the compurer in queshon as best you can. Ang change lo its state may hinder a later Police

invesﬁgahon.
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Ik is important H‘LQ'? a” of Hw above steps are taken as H'teg will Provide an evidence trail for Hw
school and Possiblg Hw Police and demonstrate H‘LQ'? visits lo H'tese sites were carried out for
safeguarding purposes. The completed form should be relained bg the group for evidence and

reJ:erence Purposes.

School Aclions and Sanclions

I} is more likelg thal we will need to deal with incidents that involve inaPProPriate rather than iuegal
misuse. L} is important that any incidents are deall with as soon as Possible ina Proporﬁonate manner,
and that members of the school communih\.j are aware thal incidents have been deall with. It is intended

H‘LQ'? 'mcidents of misuse wi” be deau with H'trough normal behaviour/disciplinarg Procedures as J:ollows:

Actions/Sanclions

- & 3 8
& 2 -
Pupils Incidents < . . = & » 2 3
2 = o = 3 g = o
Q g —S s _m o C [
g g s 8 % 2 s
ral = g & £ = 3
g 2 3 < 5 £ L 2
) [am T o~ o g © 3
L L L L L e <) j
oZ oZ oZ oZ oZ — o
Delibero}elg occess'mg or h‘Hing }o access mo,}eriol Hw} could be considered i“ego,l X X X X
(see lisl in eo,rlier sechon on unsuilable/’tnappropriale achvihes)
Unau}horised use of non-educo,hono,l siles during lessons X X X X X X
Unau}horised/inopPrcprio}e use of mobile Phone/digi}ol comero/oHler mobile device X X X X X X X X
Unau}horised/inopPrcprio}e use of socio,l medio,/ messo,g'mg o,PPs/Persono,l emo,il X X X X X X X X X
Unau}horised downlooding or uploading of files X X X X X X X X X
A“owing others lo access school nebwork bH sho,ring username and Po,sswords X X X X X X
AHemP},ing bo ?ccess or occess'mg the school neMork, using ancther X X X X X X X
student s/PuPil s account
Auemphng bo access or occess'mg the school neMork, using the account ofa X X X
member of slo,ff
Corruphng or desh‘oging the data of other users X X X X X X X X
Sending an emo,iL bext or message that is regarded as Offensive, harassment or ofa X X X X
bullging no,Lure
Conhnued infringemen}s of Hw o,bove, fouowing Previous wo,rnings or so,nchons X X X X
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Achons which cou[d bring Hw schoo[ inlo disrepule or breoch Hw inlegritg of Hw
ethos of the school

Using proxy siles or oHler means lo subverl Hw school's/academglsp”ering sHslem

Accidenlo”g occess'mg oﬂ:ensive or Pornographic ma}erial and J:oil'mg }o rePor} Hu-)

incidenl
De[iberole[g occess'mg or ering lo access oﬂ:ensive or Pornographic molerio[

Receipl or lronsmission of mo,lerio,[ Hw,l infringes Hw coPHrighl of anoH‘rer person or

infringes Hw Do,lo Prolechon Acl

ReJ:er I?O PIIOSC monoger

Slfaﬂ.' Incidenl‘s (orisingfrom ochvifg logs or sl:off disclosure)

De[iberole[g occess'mg or ering lo access molerio[ HIQIT cou[d be considered i”ego,[ (see

[isl in eor[ier sechon on unsuilable/’moppropriole ochvihes)
InoPProPrio}e Persono[ use of Hw inlernel/socio,[ medio/Persono[ emo,i[
Unoulhorised downloading or uPload'mg of files

A”owing OH'lel‘S I?O access SChOOl nehNorl( II)H shoring username ond PQSSWOI‘dS or

oHemPhng bo access or occess'mg the school neMork, using ancther Person's account
Careless use of Personol dala eg Holding or Lransl:erring dala in an insecure manner
De[iberole ochons }o breoch dolo Prolechon or neMork securilH ru[es

Corruphng or deslroging Hw dolo of oHler users or co,using deliberole do,mo,ge lo

hordwo,re or SOJ.‘ITWQFC

Sending an emo,iL ITCXL or message H‘lalf is regarded as Offensive, har‘assmenk or Oj.‘ a

bullging no,lfure

Using Persono[ emo,i[/socio[ nefworking/’mslanl messoging/lexl messoging lo corrHing oul

digilal communicohons wiH1 Pupi[s
Achons which cou[d comPromise Hw slo,ﬂ: member's Professiono,[ slonding

Achons which cou[d bring Hw schoo[ inlo disrepule or breoch Hw inlegritg of Hw est of
the school

Using proxy siles or oHler means lo subverl Hw school's/academglsp”ering sHslem

X X X

X X X

X X X

X X X

X X X
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Acciden}oug occess'mg cffensive or Pcrncgrophic mo}eriol ond fqiling }o rePor} Hw

incident XL R X X X

Deliberalely accessing or brying ko access ofgensive or pornagraphic material X X X X X X
Breaching capyright or licensing requlations X X X X X X X
Conlinued ingringements of the above, rollowing previous warnings or sanchions X X X X X X X

! Referro,l lo Disciplinarg PolicH

SAFEGUARDING AND DATA PROTECTION
Technical - Infraslruclure/EquipmenL Fiuering and Moniloring

The school will be resPonsible for ensuring that the school infrastructure/network is as safe and secure
asis reasonabllj Possible and that Policies and Procedures aPProved within this Policnj are implemenled.
I} will also ensure that the relevant People named in the above seclions will be eJ:J:eche in carrging out
their online saJ:ehj resPonsibiliHes: School technical su\.jstems will be managed in ways that ensure that
the school meels recommended technical requiremenrs There will be regular reviews and audits of the

SQJ’.'C'?H and SCCLLFi'?H OJ’.' SChOOl technico,l snjstems

Servers, wireless snjsrems and cablmg must be securellj located and Phljsical access restricked

Al users will have clearhj defined access righrs lo school technical snjsrems and devices.

« Al users (Sraﬂ: and Pupils) will be Provided with a username and secure Password blj the IT
Manager/ Class Teacher who will |<eeP an up lo date record Of users and their usernames. Users
are resPonsible for the securitg of their username and Password.

The “master/administrator’ Passwords for the school sgsrems, used bU the IT Manager (or other
Person) must also be available to the Headbeacher or School Business Manager (SBM) and kept
in a secure Place (held blj Parrnership Education).

The IT Manager is resPonsible for ensuring thal stJ:hNare licence logs are accurale and up lo
dale and that regular checks are made o reconcile the number of licences Purchased against the
number of SOJ:hNare installations

Internel access is J:iuered for all users. Illegal and/or inaPProPriate content is J:iuered bg the
broadband or J:iuer'mg Provider bg acﬁvehj emploging the Internel Walch Foundalion CAIC lish.
Conlent lists are regularhj updated and inkernel use is logged and regularlg monitored. There is
a clear process in Place lo deal with requests for J:iuer'mg changes

Internel J:iuering/monitoring aims to ensure that children are safe from lerrorist and extremist
material when accessing the internel

The school has Provided enhanced/diJ:J:erenHated user-level J:iuer'mg
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School technical staﬂ: regularhj monitor and record Hw acﬁvitg Of users on Hw school technical

snjstems and users are made aware OJZ’ H'tis in Hw QCCCP'?Q[)[G use agreement

- An aPProPriate snjstem is in P[ace for users lo rePort o,mj actual/PotenHal technical

incident/securitg breach lo Hw relevant person, as agreed

. APProPriate securitg measures are in Place to Protect Hw Servers, J:irewa”s, routers, wire[ess

snjstems, work staﬁons, mobile devices, etc. from accidenta[ or malicious oﬁempts which might
threaten the securitg of the school snjstems and data. These are lested regularhj. The school

infrastructure and individual devices are Protected blj up lo dake virus soﬁware.

- An agreement is in Place (Guest Wi-Fi Sl\.jstem Use) for Hw Provision of temporarlj access of

“guests" (e.g. supplg teachers, visitors) onlo Hw school snjstems.

- An agreed Policnj is in Place (Acceptable Use Policnj) regardmg the extent of Personal use thal

users (staJ:J:/PuPils/communitH users) and H'teir Jfo,milU members are a”owed on school devices

H'ta': mO,!.j be U,SGCJ, OU,|? OJ? SChOOL

- An agreed snjstem is in Place (Acceptable Use Policuj and IT Manager has to authorise) that

a”ows staﬂ: to/J:orbids staﬂ: from downloading executable J:iles and insta”ing Programmes on

school devices.

- An agreed Policnj isin Place (Acceptable Use Policnj) regarding the use of removable media (e.g.

memorlj S|?'LC|<S/CDS/DVDS) bl.j users on SChOO[ devices. /DEI’SOHG/ a/afa cannaf 68 58/7[ over f/ze

[ﬂlzt?/’ﬂt?lz or [0148/7 %{' [/18 SC/ZOO/ slfe Uﬂ/8$$ 5@[8/5 8/76/:%0[80/ or af/zerwlse $8CU/’80/.

Dala Proleclion

Personal CJIO,|?O, Wi” be recorded, PFOCCSSCCJ,, tranSJ:erred and made available according |?0 Hw CUJTCD'? CJIO,|?O,

Protechon legislahon. For details refer lo Hw School's Data Protechon Policg (GDPR).

When Personal data is stored on o,mj mobile device or removable media Hme:

° CJ,O,|?O, must be encrgpted and PQSSWOFd Protected.

o device musl be Password Protected.

e device must be Protected blj up lo dake virus and malware checking soﬁware

° data must be securelg deleted from Hw device, in l'me with school Policg (below) once i has been

tranSJ:erred or its use is complete.

SLO‘H.' MUSL ensure Hw,} Hweg:

lake care o ensure the safe keeping of Personal data, minimising the risk of its loss or misuse

can recognise a Possible breach, understand the need for urgency and know who to rePort it bo
within the school

can help dala sub\jects understand their rights and know how to handle o request whelher verbal

or wri&en.
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e Know where Personal dala is stored and thal mobile or other devices (including USBs) these musk

be encrgpted and PO,SSWOFCJ, PrO'?GC'?GCJ,.

o will nol tranSJ:er o,mj school Personal data lo Personal devices except asin l'me with school Policg

® Qaccess Personal CJ,O,|?O, sources and FCCOFCJ,S onlg on secure PO,SSWOFCJ, Protected computers o,ncl oH‘ter

devices, ensuring H'tat H'teg are Properlg “logged-Oﬂ:“ at Hw end of o,mj session in which H'teg are

u,s'mg Personal CJ,O,|?O,

DEVELOPMENT/MONITORING/REVIEW OF THIS POLICY
This online saJ:ehj Policg has been developed bg a worldng group at Falconhurst School made up of:

° Headteacher
° E-SQJ’.'C'?H I_CO,CJ,
° GOVCFDOFS

Schedule for DevelopmenHMoniLoring/Review

This online saJ:ehj Policg is aPProved bg Hw Governing Board

Annua/{y eve/y 5U/71/718/’ 7- erm

The implementahon of Hus onl'me saJ:ehj Policg will be
monitored bg Hme:

ICT [ eader
5enlar[eaa/ers/u}o [e eam,

Monitoring will take Place:

Aleastermly

The Governing Board will receive a rePort on Hw

implementaﬁon of Hw onl'me saJ:ehj Policujz

Annua//y in f/ze Sgreyuam/lny
re/uarf

Should serious onl'me saJ:ehj 'mcidents take Place, Hw J:ouow'mg

external Persons/o,gencies should/mo,lj be 'mJ:ormecl:

0851;7/701[80/ 56_7/[ eguar O/Iﬂy L 800{
5@[8\7[/0/’0/[/7‘7 GOV&/’HO/’, LADO,

FPolice

The school will monitor Hw imPact of Hw Policg using:
° Logs of rePorted 'mcidents

° Monitoring logs of 'mternet acﬁvitg (including sites visited)/fiuering from Webadmm

e Inlernal monitoring dala for nelwork acﬁvitg
. Survel\.js/quesﬁonnaires of

o Pupils

e Parents/carers

) S|?O,J’.'J’.'
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APPENDIX | ~ PUPIL ACCEPTABLE USE AGREEMENT - KS2
School Policg @

Digiial iecnnologies have become iniegrol lo the lives of children and young People, both within schools
and oulside school. These iecnnologies are PowerJ:ul iools, which open up new oPPoriuniiies for everyone.
These iecnnologies can shimulale discussion, Promoie creoiivihj and stimulale awareness of conkext to
Promoie eJ:J:eciive leorning. Young Peopie should have an enlitlement lo safe access lo these digiiai

iecnnologies.
This accepioble use agreemenl’ is inkended to ensure:

o lhal young Peopie will be responsible users and siaH safe while using the internel and other digiial
iechnologies for educalional, Personol and recrealional use.

e thal school sljsiems and users are Proiecied from accidental or deliberate misuse thal could Pui
the securiig of the sljsiems and will have 9ood access bo digiial iecnnologies lo enhance their
leorning and wi“, in reiurn, exPeci the /DU/D[/S lo agree bo be responsible users.

ACCGPLOHG USG Agreemeni

I undersiand H‘ioi I musi use scnool sHsiems ina resPonsible wolj, io ensure H‘ioi H‘iere is no ris|< io mlj

SQJ?G'?H or |?0 H‘ie SQJTC'?H ond SCCUFi'?H OJ’.’ H‘ie SHS'?emS ond oHier users.
FOF MH own Personal SO,J.'CLHZ

e I understand thal the school will monitor my use of the sljsiems, devices and digiiai
communicalions.

o Iwill |<eeP my username and Password safe and secure — I will nol share ii, nor will I irlj lo use
any other Person's username and Possword. I understand thal I should not write down or store
a Possword where it is Possibie that someone may steal ik

o I will be aware of “sironger donger", when [ am communicoiing on-line.

o I will nol disclose or share Personol inJ:ormoiion about mljselJ: or others when on-line (this could
include names, addresses, email addresses, ieiepnone numbers, age, gender, educational delails,

J:inanciai deiails eic.)

IJ: I orronge io meei Peopie oJ:J:-line Hioi I nove communicoied wiHi on-line, I wi” do soin a

PUbliC Pioce ond io|<e an O,CJ,U,”? WiH‘i me.

I wi” immedioielg rePori o,nlj unpieosoni or inoPProPrioie moieriol or messoges or onleiing Hioi
mo|<es me J:eei uncomforioble wnen I see ii on-line.

I undersiand Hlab evergone hOS equal righis LO use Ifechnoiogg as a resource o,nd:
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I understand that the school sljsiems and devices are intended for educational use and that I
will not use them for Personal or recreational use unless I have Permission.

I will not use the school sljsiems or devices for on-line go,ming, on-line gambling, internel
shoPPing, J:ile sharing, or video broadcasiing (e.g. YouTube), unless I have Permission oJ: a
member of siaﬂ: lo do so.

ITwill actas 1 exPeci others lo ack foward me

T will resPeci others work and ProPerhj and will not access, copy, remove or otherwise aller any
other user's J:iles, withoul the owner's know[edge and Permission.

I will be Poliie and resPonsible when I communicale with oH'iers, I will not use sirong, aggressive
or inaPProPriaie language and I aPPreciaie that others may have diﬂ:ereni oPinions.

T will nol ia|<e or disiribuie imoges of onljone WiH‘iOU,IT H'ieir Permission.

I recognise that the school has o resPonsibiliig to mainkain the securil'g and iniegriig of the

iechnologg it Offers me and LO ensure Hle SMOOH) running OJ.' Hle SC/IUUI{

I will onllj use my own Personal devices (mobile Phones/Smariwaich ekc.) in school iJ: I have
Permission. I understand H‘iO,|?, iJ: I douse my own devices in the sc/zaa/, I will J:ouow the rules set
outb in this agreemeni, in the same way as iJ: I was using school equiPmeni.

I understand the risks and will nol irlj lo uPload, download or access any materials which are
i”egal or inaPProPriaie or maH cause harm or disiress io oH'iers, nor wi” I irlj io use o,nlj
programmes or soJ:iware that mighi allow me lo bleass the J:iliering/securihj sljsiems in Place lo
Preveni access o such materials.

T will immediaielg rePori any damage or J:aulis involving equiPmeni or soJ:iware, however this may
have noPPened.

I will not open any hHPerlinks in emails or any atachmenlts to emails, unless I know and trust the
Person/organisaiion who sent the email, or iJ: I have any concerns aboul the validiig of the email
(due bo the risk of the attachment coniaining viruses or other harmJ:ul Programmes)

I will not install or aHemPi lo install or store programmes of any the on any school device, nor
will I irlj lo alter comPu,ier seiiings.

T will onlg use socio,l media siies with Permission and ai H'ie iimes H‘iO,|? are exPliciHlj agreed upon.

When using the inierneifor research or recreaiion, I recognise that:

I should ensure H'iai I have Permission lo use H'ie origino[ work of oH'iers in mlj own work
Where work is Proiecied bg coPHrighi, I will nol irlj lo download coPies (including music and

videos)
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° When I am us'mg Hw internet lo J:'md inJ:ormo,Hon, I should take care lo chec|< H‘LQ'? Hw 'mJ:ormaHon
that I access is accurate, as | understand thal the work of others may not be truHmJ:ul and may
be a deliberate a&empt lo mislead me.

I undersbo,nd de I am responsiblefor MH OChOﬂS, l)OHl in and out OJ.' SChOOl:

e I understand thal the school also has the rigM lo take aclion against me LJ: I am involved in
incidents of inaPProPriate behaviour, that are covered in this agreemenh when I am oul of school
and where Hmeg involve my membership of the school communih\.j (examples would be online-
buulj'mg, use of images or Personal inJ:ormaHon).

e I understand that LJ? I J:ail lo comPllj with this acceptable use agreemenh I may be subject lo
disciplinarlj achon. This could include loss OJ: access to Hw school network/interneh detenﬁons,

suspensions, contact with Parents and in Hw event of iuegal acﬁviﬁes 'mvolvement of Hw Police.

Please complete Hw J.'O”OW'lng sechons LO Sl’IOW H’IOL HOU l’IOVG read, undersbood o,nd agree LO Hw
rules included in Hw OCCGPLOB[G use agreemenL IJ.' HOU, dO not sign and reh},m Hwis agreemenh

access Wi“ nob be 9!‘0”}8& LO SCl’lOOl sgsfems o,nd devices.

SLUdGI’IHPU’Pil ACCGPLOHG Use Agreemenl: Form

This form relates lo Hw Pupil acceptable use agreement; lo which i is a&ached.
I have read and understand Hw above and agree lo J:ouow H'tese guidelines when;

o T uselhe school sujstems and devices (both in and out of school)

o I use my own devices in the school (when allowed) g mobile Phones, 9amin9 devices USB
devices, cameras elc.

o luse my own equipment out of the school in a way that is related to me be'mg a member of this

sc/zaa/ e.g. commu,nicaﬁng with oH‘ter members of Hw school, accessing school email, website etc.

Name of Student/Pupil
Group/Class:

Signed:

Date:
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APPENDIX 2 ~ PUPIL ACCEPTABLE USE AGREEMENT - KSI and EYFS @

This is l’lOW we SLOH SOJ.‘e when we use COMPULGFSI

Signed (child):

Signed (Parent):

I will ask a teacher or suitable adult U.‘ I wankto use the computers/tablets

I will onlﬂ use aclivities that a teacher or suitable adult has told or allowed me
lo use

I will take care of computers/tablefs and other equipment

I will ask for help from a leacher or suitable adulk if I am nol sure what to do
or Lf I think I have done someHling wrong

I will tell o teacher or suitable adult tf I see somekhing thal uPseLs me on the
screen

I l(ﬂOW H’LO,L EI: I breo,|< Hw ru,les I mighl nol be O,”OWGCJ, LO use a comPuLer/Lo,bleL
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APPENDIX 3 ~ PARENT/CARER ACCEPTABLE USE AGREEMENT
Digital technologies have become integral lo the lives of children and young People, both @

win'm schools and outside school. These technologies Provide PowerJ:ul tools, which open up
new oPPortuniHes for everljone. Theg can sﬁmulate discussion, Promote creahvitg and sﬁmulate
awareness of context bo Promote eJ:J:eche learn'mg. Young People should have an enHHement bo safe

internet access at a” Hmes.
This accepfcble use Policg is inkended ko ensure:

o lhal young People will be resPonsible users and staH safe while us'mg the internel and other
communicalions technologies for educahonal, Personal and recrealional use.

o thal school sljstems and users are Protected from accidental or deliberate misuse thal could Put
the securihj of the sljstems and users al risk.

o lhal Parents and carers are aware of the importance of online saJ:ehj and are involved in the

educaﬁon and 9uidance of Houng People wiH1 regard to Hweir on-l'me behaviour.

The school wi” |?r‘l.j to ensure Hwat Pupils wi” have 9ood access to digital technologies to enhance Hweir
learning and wi”, in return, exPect Hw Pupils to agree to be resPonsible users. A coplj of Hw Pupil
acceptable use agreement is a&ached lo Hwis Permission form, so Hmt Parents/carers will be aware of

Hw school exPectaHons of Hw Houng People in Hweir care.

Parents are requested to sign Hw Permission form below to show Hweir suPPort of Hwe school in Hwis

imPortant QSPGC'? OJ’.’ H‘»e SChOOFS WOFI(.

Permission Form

PQFCH'?/CO,FCFS No,me:

Student/P upil Name(s):

As Hw Parent/carer of Hw above Pupils, I 9'we Permission for mlj son/daughter to have access to Hw

internet o,ncl |?0 ICT SHS'?emS 0,|? SChOOL

[ know that my san/dauy/zfer bas s{gnea/ an acce/afaé/e use ayreemen/ and has recei vea( or will recei Ve,
online safe;fy educabion fo /1840 them understand the lm/oarfance of safe use or fec/ma/agy and the
infernet - both in and ouf F school
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I understand H‘LQ'? Hw school will take everlj reasonable Precauﬁon, including monitoring and J:iuer'mg
snjstems, lo ensure thal young People will be safe when Hmeﬂ use the internel and snjstems. I also
understand that the school cannol ulhmatellj be held responsible for the nature and conlent of malerials

accessed on Hw 'mternet and using mobile techno[ogies.

I understand H‘LQ'? mlj son's/daughter's acﬁvitg on Hw sgstems will be monitored and H‘LQ'? Hw school will

COﬂ'?QC'? me lJ’.‘ H‘te!.j hO,VC concerns QbOU,lT ang POSSib[e breaches OJ.' Hw QCCCP'?Q[)[C use agreement.

I will encourage mlj child lo adopt safe use of Hw 'mternet and digita[ technologies a} home and will

'mJ:orm Hw school LJ? I have cancerns over mlj child's onl'me safetg.
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APPENDIX 4 ~ CONSENT FOR USE OF DIGITALVIDEO IMAGES & CLOUD
SYSTEMS

The use of digital/video images Plags an important Part in learning achvihes. Pupils and members of
staﬂ: may use digital cameras lo record evidence of achviﬁes in lessons and out of school. These images

may Hwen be used in Presentaﬁons in subsequent lessons.

Images maH also be used to celebrate success H‘»rough Hweir Publicaﬁon in newsle&ers, on Hw school
website and occasionaulj in Hw Public media. Where an image is Publicllj shared b':i any means, onhj

Hour child's J:irst name/iniﬁals wi” be used.

The school wi” comPlH wiH1 Hw Data Protechon Act and request ParenFs/carers Permission beJ:ore tal(mg
images of members of Hwe school. We wi“ also ensure Hwat when images are Published Hmt Hw Houng

People cannot be idenHJ:ied bg Hwe use of Hweir names.

In accordance with 9uidance from the InJ:ormaHon Commissioner s Oﬂ:ice, Parents/carers are welcome
lo bake videos and digital images of their children ab school events for their own Personal use (as such
use in nob covered b':i the Dala Protection Ach). To respect everljone's privacy and in some cases
Protecﬁon, these images should not be Published/made Publicllj available on social nehvorking sites, nor

should Parents/carers comment on o,mj acﬁviﬁes 'mvolv'mg oner Pupils in Hw digital/video images.

PQFGH'?S/CO,FCFS are requested |?0 sign Hw Permission JZ'OFm below |?0 O,”OW H‘»e SChOO[ |?0 take o,ncl use

images of Hweir children and for Hw Parents/carers to agree.
Digifcl/video Images Permission Form

PQFGH'?/CO,FGFS No,me: PUPil No,me:

As H@e Po,rent/carer OJZ H@e above Pupil, I o,gree Eo H@e school Eo,l(mg digita[/video images OJZ mH child/children. Yes/No

I agree Eo H@ese images be'mg u,secl:

° Eo support leaming o,chiHes. Yes/No

e in open PubliciEH/Social Meclio, Hno,f reo,sono,blH celebrates success cmcl Promotes Hme wor|< OJZ H@e school. Yes/No

. On our secure ClQSS DOJO ClQSS o,ncJ, SChOO[ APP Yes/No

I agree H@at U: I Eake digital or vicleo images O,IT, or OJZ school events which 'mclu,cle images OJZ children, oner Yes/No

Hmn mlj own, I wi” o,bicle blj Hmese 9uidelines in mH use OJI Hmese imo,ges.

Sig ned:
Dale:
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Use of Cloud Sgsbems Permission Form
The school uses Google for Pupils and staﬂ:. This Permission form describes Hw bools and Pupil/student

resPonsibiliHes for us'mg H'tese services.
The J:ollow'mg services are available lo each Pupi[ as Part of Hw school's onl'me presence:

° Gmail (Google's email service)

° GOOg le Classroom

Using Google will enable Hour chi[d lo co”aborahvelg crea}e, edit and share J:iles and websites for schoo[
related Pro\jects and communicate via emai[ with oH‘ter Pupi[s and members of staﬂt. These services are

enﬁrellj onl'me and available 24-/7 from o,mj internet-connected computer.

The school believes H‘LQ'? use of Hw bools signiJ:icanHH adds lo Hour childls educaﬁonal exPerience.

Do Hou consent lo Hour child lo having access lo Hus service.p Yes/No

Pupil Name:

PQFGD'?/CQFGFS No,me:

Sig ned: Dale:
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APPENDIX 5 ~ LEGISLATION and GUIDANCE
Schools should be aware OJI Hie legislo,iive J:ro,mework uncler which Hiis E-So,feig Policg o,ncl 9uiclo,nce ho,s been Proclucecl. Ii

is imporio,ni io noie Hio,i in genero,l ierms an o,ciion H‘iOl? is i“ego,i ! commiiied OJ:J:line is o,iso i“egai ! commiiied oniine.

Ii is recommenclecl Hio,i iego,i o,clvice is soughi in Hie o,clveni OJ.‘ an online so,J:eiH issue or siiuo,iion.

Compuier Misuse Act 1990

This Ackmakes it an ofrence fo erase or amend data or programs withoul o,uihoriig; oblain unauthorised accesstoa compuier;
“eo,vesciroP" on a compuier; make unauthorised use of compuier lime or J:o,ciliiies; mo,liciousllj corrupi or erase dala or
programs; ciem:j access bo authorised users.

Data Protection Ack 1998

This Proiecis Hie righis o,ncJ, Privo,cg OJ: inclivicluo,i’s clo,io,. To comPiH wiH'i Hie io,w, inJ:ormo,iion o,boui individuals musi be

couecieci anci useciJ:airin:J, sioreci So,fellj ancJ, securelg o,ncJ, I’IOIT CliSClOSGCl ITO OI’IH H"Lir‘d POFITIJ U,n[OWJ:UHIJ.
The Data Protection Act 2018

Updaies the 1998 Act and incorporo,ies the General Data Prolection Regulaiions (GDPR)

Freedom of Informaiion Act2000

The Freedom of Informaiion Act gives individuals the righi bo rec[uesi inJ:ormo,iion held bij Pub[ic authorilies.
Communicalions Act 2003

Sena/my blj means of the Internel o message or other malter thal is grossla offensive or of an indecent, obscene or menacing
characler; or senciing a J:alse message bH means of or PersisienHH making use of the Internet for the purpose of causing
o,nnogo,nce, inconvenience or neec”ess o,nxieig is guiiig OJI an OH:ence lio,ble, on conviciion, io imPrisonmeni. PurPose.
Malicious Communicalions Ack |988

Iisan ofrence lo send an incieceni, Oﬂ:ensive, or Hireaiening leHer, electronic communication or other arlicle fo another
person.

Regu[aiion of Invesiigaiora Powers Act 2000

Lisan Offence for any person lo inieniiono,ug and without [O,WJ:U,[ auihoriig iniercepi any communication. The school reserves
the righi to monilor its sgsiems and communications in line with its righis under this ack.

CoPHrighi, Designs and Paienis Aci |q88

Lisan offence bo copy o,ll, or a substantial Po,ri of o coPHrighi work. Copgrighi covers makerials in Prini and eleclronic form,
o,ncl includes worcls, imo,ges, o,nd sounds, moving imo,ges, TV broadcasis and oHier media (e.g. YouTube).
Telecommunications Act 1984

Iisan offence to send o message or other matler thal is grossig offensive or of an indecent, obscene or menacing characler.
It is also an offence lo send a message that is intended to cause annoyance, inconvenience or needless o,nxieig lo another
that the sender knows bo be J:aise.

Criminal Justice & Public Order Ack [994

This deJ:ines a criminal offence of inkenlional ho,ro,ssmeni, which covers all forms of harossmeni, including sexual.

Racial and Reiigious Habred Ack 2006

This Aci ma|<es ii a criminai OJ:J:ence io H’ireaien Peopie because OJ.‘ H’ieir J.‘(li«H’i, or io siir uP religious haired bij disp[o,ging,
Pubiishing or disiribuiing written malerial which is Hireo,iening.

Proieciionfrom Harassmenkt Ack 1997
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A person must not pursue a course of conducl, which amounts o harassment of ancther, and which he knows or oughl lo
know amounls o harassment of the other.

Proleclion of Children Ack 1978

IE is an Oﬂ:ence lo loke, Permil to be loken, mo|<e, Possess, show, distribute or oclverhse ’mclecenl lmoges OJ,‘ children in Hme
United K'mgclom.

Sexual Oﬂ:ences Act 2003

A 9room'm9 offence is committed LJ: you are over 18 and have communicalted with a child under |6 ak least hwice (including bH
Phone or us'mg the Inkernel) it is an offence lo meel them or travel to meel them ongwhere in the world with the inkenlion of
commithng a sexuo,[ OJ:J:ence. Co,u,s'mg a child uncler |6 Eo wolch a sexuo,l o,ct is i”egol, including lool(mg o,t imoges such as
videos, Photos or webcoms, for your own groHJ:icoHon. Itis also an offence for a person ina Posihon of brust to engage in
sexuo[ ochth wiH1 lej Person under |8, wiH1 whom H’lelj areina Posihon OJ: Erust. (lepico,ulj, Eeochers, socio,[ wor|<ers, heo,[Hl
PrOJ:essiono[s, connexions stoﬂ: J:o” in this colegornj of brush). /\mj sexual intercourse with a child under the age of 13 commils
the offence of rape.

Public Order Act 1986

This Act ma|<es it a crim'mo,l OJ:J:ence Lo shr uP ro,cio,l hoired bg disploging, Publishing or distribuhng wriHen moteriol which
is H‘;reotening.

Obscene Publications Ack 1959 and [964

Pub[ishing an obscene” arlicle is a criminal offence. Publishmg includes electronic bransmission.

The Educalion and Inspechons Act2006

Empowers Headleachers, to such extent as is reasonable, to regulote the behaviour of Pupils when Hleg are off the school site
and empowers members of stoﬂ: bo impose disciplinora Penolhes for lnoppropriote behaviour.

The Educalion and Inspechons Act 20lI

Extended the powers included in the 2006 Act and gave permission for Headleachers (and nominaled stoﬂ:) lo search for
electronic devices. I} also Provides powers lo search for dala on those devices and to delete dala.

Serious Crime Act 2015

Inkroduced new ofpence of sexual communication with a child. Also created new ofpences and orders around gang crime
(including CSE)

Criminal Justice and Courts Act 2015

Revenge porn — as it is now common13 known — involves the distribulion of Privote and Personol explicit imoges or video

footoge of an individuol winuL Hmeir consenL wiHm Hw mtenhon of cous’mg Hlem emborrossment ond distress.

Links bo other orgonisohons or documenLSJ:or beacher advice and guidance

SQJIGI" Internet Centre - hHPs://www.sogr:ermternet.org.u,|</

Soan West GridJ:or Leo,rn'mg - hHPs://swgurl.org.ul(/lproducks—services/onlme—scbfehj/

Childnet - hHP://www.childnet—int.org/

PrOfessionols Onl'me So,feh:] Helpline - hHP://www.scbcerinkernet.org.ul(/oboul/hellplme

Intemet Wolch Foundohon - hlflTPSZ//WWW.'W\Gf.Or‘g.UI(/

RGPOI’IT HQI’mJIU,l Content - hHPs://rePothor%culcontent.com/

CEOP - hHP://ceoP.Police.uk/
Th'ml(UKnow - hHlps://www.khinl(ul(now.co.uk/
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https://www.saferinternet.org.uk/
http://www.swgfl.org.uk/
http://www.childnet-int.org/
http://www.saferinternet.org.uk/about/helpline
https://www.iwf.org.uk/
https://reportharmfulcontent.com/
http://ceop.police.uk/
http://www.thinkuknow.co.uk/
https://www.thinkuknow.co.uk/

I_G].‘I_ - Onl'me SO:,IIG['I.JI RGSOUI‘CGS

UK COUI’lCilJ_‘OI" Internet SOJIGITH (UKCIS) - hHlps://www.gov.uk/governmenk/organisahons/u|<-counci[aror-inkernek-sogretu

Nelsmarlz - hHP://www.netsmarkz.org/
Bulluing/Online-buuuing
DJ:E - Cgberbuuging 9uiclo,nce -

hHPs://www.gov.ul(/government/ulploac[s/suskem/uploacls/o,Ho,chment datoérile/374850/C5berbu”u'mg /\dvice JEOF Heo,dt

eachers_and_School Sko:ﬂ: |2|||4PCJ:[:
Chllclnet - CHberbuHHing guidqnce and Prqchcq[ PSHE toolkik:

hHlp://www.chilclneLcom/our-Prq)iecks/cHberbu“umg-9uicJ,o,nce-o,ncJ,-Prochcol-koolkit

/\nH-Bullgmg Network - hHlp://www.anhbu”uing.nek/cuberbu“u'm9|.Hm
Dikch the Label - Onl'me Bu”u'mg Cho,rihj

Diana Award - Anh-Bu“uinﬂ Camlpaign
Social NeMorking
Digizen - Social NeMorking

Children’s Commissioner, TES cmcl Schi“ings - Young Ipeolples rights on social meclia

Curriculum

SWG}‘L EVO[VG - hHIIDSZ//IDFOJGCITGVOlVG.CO.UI(

UKCCIS - Eclucahonfor a conneckecl WOf‘ldeereWOT‘l(

Teo,ch TOC[OH - www.keachtoc[au.eu/

Inso,fe - Educalion Resources
Dala Protection

ICO Guicleeror Eclucahon (wide ro,nge OJL‘ sector slpec'bric 9uides)

DJ[:E aclvice on Cloucl soJl:kwo,re services o,ncJ, the Data Proleclion Act

ICO Guiclance on tak'mg Iphotos in schools

PrOfessiono,l S}andords/SfoH Tro,'m'mg
DJ[:E - Keelp'mg Chilclren SQJL‘G in Eclucahon

DJ:E - SaJrer Worl(mg PrachceJl:or Acluus who Work with Chilclren o,ncJ, Youn9 Peolple
Childnek - School Pacle:or Onl'me Safetu Awareness

UK SaJrer Intemel Cenlre Prq,ressiona[s On['me Safetu Hellpl'me

The NOhOI’IOl College - hHPs://Lhenahono,lco“ege.co.ul(/courses/online—sogr:etu—Jcor—schools

Infras|;ruc|;ure/-|-echnical SuPPor|;
UKSIC - Alplprolpriale Fiuer'mg ancl Monitormg
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https://www.lgfl.net/online-safety/resource-centre?a=3
https://www.gov.uk/government/organisations/uk-council-for-internet-safety
http://www.netsmartz.org/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
http://www.childnet.com/our-projects/cyberbullying-guidance-and-practical-toolkit
http://www.antibullying.net/cyberbullying1.htm
https://www.ditchthelabel.org/
http://www.antibullyingpro.com/
http://digizen.org/socialnetworking/
https://www.tes.com/teaching-resources/digital-citizenship
https://projectevolve.co.uk/
https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis
http://www.teachtoday.de/en/
http://lreforschools.eun.org/web/guest/insafe
https://ico.org.uk/for-organisations/education/
https://www.gov.uk/government/publications/cloud-software-services-and-the-data-protection-act
https://ico.org.uk/for-the-public/schools/photos/
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
http://www.safeguardinginschools.co.uk/wp-content/uploads/2015/10/Guidance-for-Safer-Working-Practices-2015-final1.pdf
http://www.safeguardinginschools.co.uk/wp-content/uploads/2015/10/Guidance-for-Safer-Working-Practices-2015-final1.pdf
http://www.childnet.com/resources/school-pack-for-online-safety-awareness
http://www.saferinternet.org.uk/helpline
https://thenationalcollege.co.uk/courses/online-safety-for-schools
https://www.saferinternet.org.uk/advice-centre/teachers-and-school-staff/appropriate-filtering-and-monitoring

SWG}'L SO:,EGITI.JI 8( Securif& RGSOUI‘CGS

Somerset - Queshoneror Technico,l Sulplport

NC/\ - Guicle Eo Hw Comlpuler Misuse Act
NEN - Aclvice o,ncJ, Guido,nce Nokes

Working with Paren|;s ond carers

Voclafone Digifo,l Po,rents Mo,go,z'me

Childnet WebpagesJ{:or Parenls 8( COJ‘GI‘S

Get SQJL"G On['me - resourcesJ{:or Parents

Teach TOdO,I:,I - resourcesJ{:or Parents WOFI(ShOPS/edUCQHOﬂ

Intemet MQHGI‘S

Prevenl;

Prevenf Dufu Guido,nce

J

Prevenh{:or SCl’lOOlS - Eeaching resources

NCA - Ctjber Prevent
Childnet - Trust Me

Reseorch

OJl:com —Media Lileracg Research

FUJ‘H‘LGF l'ml(s can bGJIOU,nCJ, 0,|7 Hw encJ, OJ,‘ Hw UKCIS Educahonfor a Connectecl Worlcl Framework
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https://swgfl.org.uk/resources/
https://www.somerset.org.uk/sites/edtech/eSafety/Leading/Questions%20for%20Technical%20Support%202018.pdf
https://nationalcrimeagency.gov.uk/who-we-are/publications/75-guide-to-the-computer-misuse-act/file
https://www.nen.gov.uk/advice/
https://www.nen.gov.uk/advice/
http://www.vodafone.com/content/parents/digital-parenting.html
http://www.childnet.com/parents-and-carers
http://www.getsafeonline.org/nqcontent.cfm?a_id=1182
http://www.teachtoday.de/en/
http://www.teachtoday.de/en/
https://www.internetmatters.org/
https://www.gov.uk/government/publications/prevent-duty-guidance
http://www.preventforschools.org/
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/cyber-crime/cyber-crime-preventing-young-people-from-getting-involved
https://www.childnet.com/resources/trust-me
https://www.ofcom.org.uk/research-and-data/media-literacy-research
https://www.ofcom.org.uk/research-and-data/media-literacy-research
https://www.gov.uk/government/publications/education-for-a-connected-world

APPENDIX 6 ~ GLOSSARY OF TERMS

AUP/AUA
CEOP

CPD
FOSI
ICO
ICT
INSET
IP address
ISP
ISPA
IWF
LA
LAN
MAT
MIS
NEN

Ofcom
SWGsL

TUK
UKSIC

UKCIS
VLE

WAP

Acceptable Use PolicH/Agreemenl - see Eemplates earller in Hus documenl
Child Explo'dahon and Online Protechon Centre (Pad OJZ NaHonal Crime Agencg, UK Police, dedicaled lo

protecling children prom sexual abuse, providers of the Think U Know programmes
Conlinuous Progessional Development

Family Online Sapety Inshitute

Ingormation Commissioners Ogrice

Ingormakion and Communicalions Technology

In Service Education and Training

The label that identigies each compuler o other compulers using the IP (internet protocol)
Internet Service Provider

Internet Service Providers' Associahon

Tnkernet Watch Foundakion
Local Authoriy

Local Area Nebwork

Mulks Academy Trusk

Management InJ:ormaHon Sgstem

NaHonal Educahon Nefwork - wor|<s wiHn H’Le Regional Broadband Consorha (e.g. SWGJ:L) lo Provide Hle

saJ:e broadband Provision Lo schools across Br'dain.

Oﬂ:ice OJZ Communicahons (Independenf communicahons sector regulator)

Soan West Grid J:or Learning Trust - H@e Regional Broadband Consorhu,m OJ: SW Local Au,HmoriHes —-is H@e

Provider OJ: broadband and other services J:or schools and other organisahons in the SW

Thinl( U Know - educaHonal online SQJIGITH ProgrammeSJ:or SCl’lOO[S, Houng Peop[e and Parents.

UK SO,JZGI" Internef Cenlre - EU J:u,nded centre. Main PO,I’ITI’IGI’S are SWG’JZI_, Childnet and Internet Watch

Foundahon.
UK CouncilJ:or Internel SaJ:eh:j

Vidual Learning Environmenf (a so]:lware sHstem designed fo suPPod Leaching and learning in an
educaHonal seHing,

Wireless Applicahon Protocol
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